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If anyone tried to eavesdrop on such a message, it would disrupt the
entanglement, alerting the receiver that security has been compromised.

The receiver would tell the sender not to beam over the key used to
decode the message. Instead the pair would start over with a new
message encrypted with a new key.

The research "is a real technological tour de force," said Nicolas Gisin of
the University of Geneva in Switzerland, who has also worked on long-
distance entanglement.

Satellite Network

The new experiment shows it is possible to send entangled photons over
long distances through the air, so it should be possible to send them to
satellites or the International Space Station, study leader Zeilinger added.

Those satellites would be able to send quantum-encrypted messages
between each other or back to any location on Earth, he said.
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Showing that this is possible "is in my opinion the major value of this
experiment,” Gisin, of the University of Geneva, added. ;‘
L
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There are some major obstacles to using the method commercially,
however, he pointed out. The rate of information sent was low, and the cl
transmission only worked at night when the weather cooperated. Ct
to
Beyond making communications more secure, entanglement has other U
important uses. F,‘
ur
Entanglement is crucial in creating quantum computers, a powerful type of
computer that works in a fundamentally different way than current Si
technology. \
Ce
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One of the most promising applications for quantum computers is the
ability to rapidly factor large numbers, a task that is very difficult for modern cl
machines. Fi
at
Current encryption practices, such as those used for online shopping sites,
take advantage of this difficulty. By multiplying huge numbers together,
codes are created that would take years or decades of computing time to
factor.
Because quantum computers work in a completely different fashion,
however, a large one could factor enormously long numbers very quickly—
rendering today's methods of encryption obsolete.
Researchers have already built very basic devices—made of entangled
photons whizzing around or atoms trapped in place by lasers—that can do
simple calculations, such as factoring the number 21 to show it is equal to
3times 7.
But quantum computers powerful enough to crack huge numbers are a
long way off, probably decades.
Even if they do come to fruition, however, they may not be used for these
kinds of calculations.
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"I personally feel quantum computers will not be for factorization of large
numbers," Zeilinger said. "As soon as you know you can do it, no one will
use factorization for encoding secret messages."
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